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There is so much technology protecting our 
networks and computers now, that hackers go for 
the  easy targets: YOU



How people think they get hacked



How they really get hacked



This documentary-drama hybrid explores the dangerous 
human impact of social networking, with tech experts 
sounding the alarm on their own creations.







The Normal Approach to Passwords
The password requirements are normally set to:

More than 8 characters

At least 1 number, 1 Special Character and 1 upper case letter

calculator
calculator1

calculator1!
Calculator1!

There’s not a lot of difference from the original. It’s still easy to guess.

Start with a base word of your choice

Add a number

Add a special character

Add a Capital Letter



PensionerPowerAdvocate-4

Three Random Words

PensionerPowerAdvocate-a4



Treat your Password

1. Choose a good one.
2. Don’t share it with anyone or use it for any other purpose.
3. Change it if you think someone has used it.

like a toothbrush



Use Multi-factor Authentication
Where possible



Check if your online accounts have been hacked

https://haveibeenpwned.com/Browse to

Enter your email address and click ---------- pwned?

haveibeenpawned is an online database of known compromised web accounts.  It will 
list any of your accounts that have been hacked in the past.  Review the list and be 
aware that the password used on the account/s have been made public and available 
to hackers around the world.  Change the password, and if you have used the same 
email & password combination elsewhere, go change that as well, because the 
hackers would have tried that already. 





Quick
TIP

Don’t be fooled by
Malvertising
Clicking a great sounding 
BARGAIN or a FREE iPhone is 
likely to end in you losing data 
or having your device infected.



Phishing Emails

Hover over email addresses to check who they are really from

Watch out for spelling and grammar errors

Hover of links to check their real destination



Checking links on Apple and Android Devices

When using a mobile device (with no mouse) you can hold your finger down on a link or email address 

and it will show you more detail.

Apple Devices Android Devices



The effect of Artificial Intelligence 
on Social Engineering

• Improved Detection

• Enhanced Defence

• Automated Responses

• Sophistication of attacks

• No more spelling and grammar 
mistakes in phishing emails

• Our Privacy will be affected as AI 
manipulates human behaviour

Pros Cons

As AI gets better and more widely used, fraudsters 
will use it to improve their attacks. 



Using Your Sixth Sense to Detect Red Flags

Be wary of unsolicited emails that 
request sensitive information or 

contain links or attachments. 
Delete it!

Scammers often use scare tactics to 
pressure you into taking immediate 
action, such as threatening to close 

your account or demanding payment. 
Ignore it!

Always verify website before entering 
any personal or financial information. 
Check the address for errors or use a 
search engine to find the legitimate 

site.  If in any doubt don’t trust it!

Watch out for typos or grammatical 
errors in emails or on websites, as 

these can be indicators of a phishing 
scam. – Don’t click it!

If something seems too good to be 
true, it probably is. Ignore it!

When in doubt, trust your gut. If 
something feels off or suspicious, 

don't take any chances.



How a missing smiley foiled a NZD $90,000 email fraud

When a scammer’s email left out a Smiley face on emails, this aroused suspicion in the 
mind of the assistant, because emails from this particular CEO normally contained 
exuberant flair such as smileys.     This saved them  NZD $90,000



https://quiz.takefive-stopfraud.org.uk/

https://quiz.takefive-stopfraud.org.uk/


0330 800 1010
support@bc-group.co.uk
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