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There is so much technology protecting our
networks and computers now, that hackers go for

the easy targets:

s (& Tem

Don't be the weakest link in the security chain.




How people think they get hacked
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How they really get hacked
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Please Like and Share our
Spring Chicken Facebook page
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The Normal Approach to Passwords

The password requirements are normally set to:
More than 8 characters

At least 1 number, 1 Special Character and 1 upper case letter

C a | C U I a t O r Start with a base word of your choice

Cd |CU|atO ] Addanumber
Ca | C U | atO rll Add a special character

C a | C U | atO r1 ! Add a Capital Letter

P - here’s '« alot of difference from the original. It’s still easy to guess.
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Three Random Words

PensionerPowerAdvocate-4

PensionerPowerAdvocate-ay4






Use Multi-factor Authentication
Where possible




Enter your email address and click




Oh no — pwned!

Pwned in 10 data breaches and found no pastes (subscribe to search sensitive breaches)

@ 3 Steps to better security Start using 1Password.com

CUVeU4IGU

Step 1 Protect yourself using 1Password Step 2 Enable 2 factor authenticationand  Step 3 Subscribe to notifications for any
to generate and save strong passwords for  store the codes inside your 1Password other breaches. Then just change that
each website. account. unique password.

Why 1Password?

£ B P Donate

Breaches you were pwned in

A "breach" is an incident where data has been unintentionally exposed to the public. Using the 1Password password manager helps you
ensure all your passwords are strong and unique such that a breach of one service doesn't put your other services at risk.

Adobe: In October 2013, 153 million Adobe accounts were breached with each containing an internal ID,
username, email, encrypted password and a password hint in plain text. The password cryptography was poorly
done and many were quickly resolved back to plain text. The unencrypted hints also disclosed much about the
passwords adding further to the risk that hundreds of millions of Adobe customers already faced.

Compromised data: Email addresses, Password hints, Passwords, Usernames

A POLLO Apollo: In July 2018, the sales engagement startup Apollo left a database containing billions of data points
publicly exposed without a password. The data was discovered by security researcher Vinny Troia who
subsequently sent a subset of the data containing 126 million unique email addresses to Have | Been Pwned.
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Malvertising

Clicking a
great soundin
ﬁfRGAIN ora FREE iPhc?ne is
(; ehly t.o end in you losing data
r having your device infected.
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Google

Google Memn

nbership Rewards

device User! Your \P has Won (1) Google Gift!
anteed!) from Google. This giftis exclusively and ONLY

~ Congratulations
upport of our product and services.

day to receive a gift (Prize Guar:

lucky device users. once a
our continuous St

Every Thursday we randomly select 10

for SoftLayer Technologies users i Seattie! This is just our way o thank you for y!
been selected to win gift worth up 10 $799.00 uestions correctly.
{nvitation with only 5 prizes avail

You have if you answer the next 4 g
able to win.

ACT NOW! 9 other users have received this

You have @ limited time 1o answer the que stions bef your spot. { s00d luck!

uestion 1 of 4: Whois a founder of Google?

Q
Mark Zuckerberg
Larry Page
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Phishing Emails

Pay Pal ///

To: Me Hover over email addresses to check who they are really from

tomel lWatch out for spelling and grammar errors PayPaI

Click to Log in

Hover of links to check their real destination




Checking links on Apple and Android Devices

When using a mobile device (with no mouse) you can holdyourfinger down on a link or email address
and it will show you more detail.

Google

. https://www.netflix.com/add
Hiae /80212986?msg_token=EQIAMQAB...

aring

® Tap to show preview

Open Link ®

Copy text

i
~ Add to Reading List 00

myaccount.google.com

https://myaccount.google.com/
WELER  [ocationsharing?
el utm_source=email&utm_mediu...

Open URL

Copy Link )

Share... M

1 O <

Apple Devices Android Devices



The effect of Artificial Intelligence
on Social Engineering

As Al gets better and more widely used, fraudsters -
will use it to improve their attacks. .
Pros Cons
Improved Detection Sophistication of attacks ~
=4
Enhanced Defence No more spelling and grammar . - y
mistakes in phishing emails |

Automated Responses
Our Privacy will be affectedas Al % [ . )

manipulates human behaviour I~



Using Your Sixth Sense to Detect Red Flags

|

If something seems too good to be
true, it probably is. Ignore it!




How a missing smiley foiled a NZD $90,000 email fraud

\_

When a scammer’s email left out a Smiley face on emails, this aroused suspicion in the
mind of the assistant, because emails from this particular CEO normally contained
exuberant flair such as smileys. This saved them NZD $90,000
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SCAM ALERT

Scan the QR code

Have you ever completed
y E and take the test!

an online Quiz?

Sharing TOO MUCH personal
information online could be
dangerous!

Cyber Criminals collect this information
to guess your passwords and hack into
your online accounts.



https://quiz.takefive-stopfraud.org.uk/

o
TECHNOLOGIES

We Get IT

0330 800 1010
support@bc-group.co.uk



	Slide 1
	Slide 2: Cyber Security Awareness
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9: The Normal Approach to Passwords
	Slide 10
	Slide 11
	Slide 12: Use Multi-factor Authentication Where possible
	Slide 13
	Slide 14
	Slide 15
	Slide 16: Phishing Emails
	Slide 17: Checking links on Apple and Android Devices
	Slide 18: The effect of Artificial Intelligence  on Social Engineering
	Slide 19: Using Your Sixth Sense to Detect Red Flags
	Slide 20
	Slide 21
	Slide 22

